PREPARACION OSCP - NIVEL

Intermedio

Maquinas Easy y Medium para quien ya tiene rodaje técnico y busca subir el liston.
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1 recursos - 157 maquinas recomendadas por Secur0
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ReCurSOS Nivel Intermedio

Todo lo que necesitas para este nivel. Los cursos y laboratorios se hacen en paralelo a las maquinas: la teoria sin practica no sostiene el examen,
y la practica sin metodologia tampoco.

Q PortSwigger — Web Security Academy @D

Laboratorios de seguridad web mantenidos por el equipo de Burp Suite. Cubre inyecciones, autenticacion, deserializacion y logica de negocio, con labs
practicos y gratuitos.

portswigger.net/web-security

e Maquinas recomendadas por SecurQ 157 maquinas

Seleccion curada por el equipo de Secur0 sobre HackTheBox, Proving Grounds y Vulnlab, filtrada por dificultad y por lo que entra en el examen. Es el
recurso practico de este nivel.

Listado completo en las paginas siguientes




HackTheBox (3

Access

Active

Adagio *

Administrator

Atom

Authority

BoardLight

Broker

Browsed

Builder

Busqueda

(oF:To7: T [}

Windows

Windows AD

Windows AD (Enterprise Box)

Windows

Windows (Post-OSCP)

Windows (Post-OSCP)

Linux

Linux

Linux

Linux

Linux

Windows AD

Easy

Easy

Medium

Medium

Medium

Medium

Easy

Easy

Easy

Easy

Easy

Medium

57 maquinas

Certified

Cicada

Clicker

CozyHosting

Dog

Editor

Editorial

Eighteen *

Escape

EscapeTwo

Expressway

Fluffy

Windows

Windows AD

Linux (Post-OSCP)

Linux

Linux

Linux

Linux

Windows AD (Assumed Breach)

Windows

Windows (Post-OSCP)

Linux (Old System)

Windows

Easy

Easy

Medium

Easy

Easy

Easy

Easy

Medium

Medium

Easy

Easy

Easy



HackTheBox @3

Forest

Heist

Help

Intelligence

Jeeves

Keeper

LinkVortex

Magic

Mailing

\ET ETe [T

Markup

Mentor *

Windows AD

Windows

Linux

Windows

Windows

Linux

Linux

Linux

Windows

Windows

Linux

Linux (Post-OSCP)

Easy

Easy

Easy

Medium

Medium

Easy

Easy

Medium

Easy

Easy

Medium

Medium

Monitored

Monteverde

Networked

Outbound

Pandora

Puppy

Return

Rustykey *

Sau

Sauna

Servmon

Signed *

Linux

Windows AD

Linux

Linux (Assumed Breach)

Linux

Windows AD

Windows AD

Windows AD (Timeroasting,
Post-OSCP)

Linux

Windows AD

Windows

Windows AD (Assumed Breach)

57 maquinas

Easy

Medium

Easy

Medium

Easy

Medium

Easy

Medium

Easy

Easy

Easy

Medium



HackTheBox @z

Soccer

StreamlO

Support

TheFrizz

Timelapse

Linux

Windows

Windows

Windows AD

Windows AD

Easy

Medium

Easy

Medium

Easy

Titanic

UpDown

Usage

Voleur

57 maquinas

Linux Easy
Linux Medium
Linux Easy
Windows AD Medium



Proving Grounds Practice (/3) 63 méquines

Access (AD) * Windows AD Easy CVE-2023-6019 * Linux Easy
Algernon % Windows Medium DVR4 % Windows Medium
Astronaut * Linux Medium Educated * Linux (Post-OSCP) Medium
Authby * Windows Medium Exfiltrated * Linux Easy
BitForge Linux Medium Extplorer * Linux Easy
Blackgate * Linux Medium Fired * Linux Medium
Boolean * Linux Medium Flu * Linux Easy
Clue * Linux Medium GLPI % Linux (Post-OSCP) Easy
Cockpit * Linux Medium Heist (AD) % Windows AD Easy
Codo % Linux Medium Hepet x Windows Medium
Craft % Windows Medium Hub * Linux Medium
Crane % Linux Medium Hutch * Windows Medium



Proving Grounds Practice 3

Image *

Internal *

Jacko *

Jordak *

Kevin *

Kyoto *

Lavita *

law *

Levram %

Marshalled *

MedJed *

Mice *

Linux

Windows

Windows

Linux

Windows

Windows BOF (Post-OSCP)

Linux

Linux

Linux

Linux (Post-OSCP)

Windows

Windows

Medium

Medium

Medium

Medium

Easy

Medium

Medium

Easy

Medium

Medium

Medium

Medium

63 maquinas

Monster *

Nagoya *

Nibbles

Nickel *

Ochima %

Payday *

PC %

Pelican x

Plum %

Press *

ProStore %

PyLoader %

Windows

Windows (Post-OSCP)

Linux

Windows

Linux

Linux

Linux

Linux

Linux

Linux

Linux (Post-OSCP)

Linux

Medium

Medium

Easy

Medium

Medium

Medium

Easy

Medium

Easy

Medium

Medium

Easy



Proving Grounds Practice 3)

Resourced *

RPC1 %

RubyDome *

Sea

Shenzi *

Slort *

Snookums *

SpiderSociety *

Windows

Linux (Post-OSCP)

Linux

Linux

Windows

Windows

Linux

Linux

Medium

Medium

Medium

Easy

Medium

Medium

Easy

Medium

63 maquinas

Squid *

Twiggy *

Upsploit *

Validator *

Vmdak *

Workaholic *

Zipper *

Windows

Linux

Linux (Post-OSCP)

Linux (Post-OSCP)

Linux

Linux

Linux

Medium

Easy

Medium

Medium

Medium

Medium

Medium



Proving Grounds Play & e

Amaterasu * Linux Medium Potato * Linux Medium
Blogger % Linux Easy Sams *x Windows (Post-OSCP) Medium
BTRSys2.1 % Linux Easy Seppuku * Linux Medium
DC-9 % Linux Easy SoSimple * Linux Easy
DriftingBlue6 * Linux Easy Stapler * Linux Easy
Election 1 % Linux Easy Tre * Linux Medium
Funbox % Linux Easy Vegetal x Linux Medium
Gaara x Linux Medium

InsanityHosting * Linux Easy

Katana * Linux Medium

Loly * Linux Easy

Monitoring * Linux Easy



Vulnlab

Baby *

Baby2 *

Bamboo *

Breach

Bruno *

Build *

Data *

Dump *

Escape (Vulnlab) %

Windows AD

Windows AD

Linux

Windows AD

Windows

Linux

Linux

Linux

Windows

Easy

Easy

Medium

Medium

Medium

Medium

Easy

Medium

Medium

18 méaquinas

Feedback *

Forgotten *

Job *

Job2 %

Lock *

Media *

Sendai *

Sweep *

Sync *

Linux

Linux

Windows

Windows

Windows

Windows

Windows AD

Windows AD

Linux

Easy

Medium

Medium

Medium

Medium

Easy

Medium

Medium

Medium



Forma parte de la ciberseguridad del manana
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